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50 Billion loTs will be added this year; over 85% will be vulnerable

>$200 Million — cost of a single cyber attack in 2023 ]
>60,000 - # of times corporations will be targeted this year o " E%
30% of all successful attacks due to the supply chain \ =

$265B will be the cost of ransomware by 2031
3.4 Million cybersecurity jobs are unfilled today
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Source: McKinsey & Co. 2023




HOW-DO YOU STACK UP?

Rules — Dragonfli’s Threat Intelligence Team:

1. 30.-minutes
2. No active scanning

3. Only use publicly available sources



YOU’RE AT RISK

91% - high-risk vulnerabilities
You.

Are.

Vulnerable.

Source:
Dragonfli Group Threat Intelligence Team 09/22/23
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// LAST SEEN: 2023-09-07

@ General Information s¢2 Open Ports

ﬂ

// 80 /TCP 4

Hostnames

-1064442564 | 2023-09-07T18:47:37.228617

Apache httpd 2437

Domains
HTTP/1.1 302 Found
Date: Thu, 07 Sep 2023 18:47:34 GMT
. Server: Apache/2.4.37 (rocky) OpenSSL/1.1.1k
Country United States Location: https://
Content-Length: 211
City Richmond Content-Type: text/html; charset=iso-8859-1

Organization

// 443/ TCP 4 -1641050025 | 2023-09-02T18:26:04.141274

ISP
CherryPy httpd 150

HTTP/1.1 303 See Other
Date: Sat, 02 Sep 2023 18:26:03 GHT
Server: CherryPy/18.5.0
Content-Type: text/html;charset=utf-g
Location: https://login.

Vary: Accept-Encoding
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// TAGS: e // LAST SEEN: 2023-09-24

@ General Information 5%, Open Ports

HOStnameS ﬂ

Domains

7/ 22/ TCP -498399610 | 2023-09-20T05:59: 06.899965

Country United States

OpenSSH 7.4p1 Debian 10+debous

City

Virginia Beach SSH-2.0-0penSSH_7.4pl Debian-10+deboué

Key type: ssh-rsa
. Key: AAAAB3NzaClyc2EAAAADAQABAAABAQDXrDEiMBtaPVVTRCjGHYTLfwCbSUSYrt9hUjIuPqzdzd/T
Organization JhnlWKEXaGMZ8ouvv 161 tkbamgI+acf6NY5c+73NNehu7hD00gu1sUVGbc6XGOB1Ap1dyNNMKSty
OKIpiEeMsQI+DtZpVAisR6t0/vrIsCAY rYvvZy++TNcemQzz1gGwASuBUSCQPSIEAMAIrfU3MhmP
QfJFfyDSxmHU5910e1dyBDNTGL 1br/ICiZwLu+iBF36jshhFoaANLu1qiBpxsKEdW6u86F3PoQBa
nLiV+N/26HCxwo7NZFnxAk89j OHPTqsbzwYBmX rXS3xKE@ZDKtUQUMWOCVCEPAY TPNN3
Fingerprint: 8a:75:c8:f9:65:8a:69:78:30:f3:1:78:67:ea:30:9¢

ISP

ASN

Kex Algorithms:

curve25519-sha256
curve25519-sha256@libssh.org
ecdh-sha2-nistp256

Source:
Dragonfli Group Threat Intelligence Team 09/22/2023




/A Vulnerabilities

Note: the device may not be impacted by all ¢
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CVE-2022-2068

CVE-2022-1292

CVE-2022-0778

m In addition to the c_rehash shell command injection identified

in CVE-2022-1292
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Dragonfli Group Threat Intelligence Team 09/22/2023
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CVE-2019-0190

CVE-2018-17189
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m A vulnerability was found in Apache HTTP Server 2.4.17 to

2.4.38. Using fuzzed network input, the http/2 request handling
could be made tc access freed memory in string comparison when
determining the method of a request and thus process the request
incorrectly.

m A bug exists in the way mod_ssl handled client renegotiations.

A remote attacker could send a carefully crafted request that
would cause mod_ssl to enter a loop leading to a denial of service.
This bug can be only triggered with Apache HTTP Server version
2.4.37 when using OpenSSL version 111 or later, due to an
interaction in changes to handling of renegotiation attempts.

m In Apache HTTP Server 2.4 release 2.4.37 and prior,

mod_session checks the session expiry time before decoding the
session. This causes session expiry time to be ignored for
mod_session_cookie sessions since the expiry time is loaded when
the session is decoded.

m In Apache HTTP server versions 2.4.37 and prior, by sending

request bodies in a slow loris way to plain resources, the h2 stream
for that request unnecessarily occupied a server thread cleaning up
that incoming data. This affects only HTTP/2 (mod_http2)
connections.

A carefully crafted If: request header can cause a memory read, or
write of a single zero byte, in a pool (heap) memory location
beyond the header value sent. This could cause the process to
crash. This issue affects Apache HTTP Server 2.4.54 and eatrlier.

@dragonfli



Headwinds
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We are behind with Tech Workers

: 10 Year
Mgtrgpolltan 10 Year Annual Average 2022 Worker 10-Year GDP
Statistical Area Tech Job Wages . Growth
Tech Job Growth Productivity :
(MSA) (Avg.) Growth (All Industries)

Mature Digital Infrastructure MSAs 7.6% Avg. $116,233

(Based on Consultants List)

RVA & 757’s Direct Competitors

(Based on Alliance and GRPs lists) 7.3%. Avg' $1 03,473

USA - Total 6.4% $111,800

I-64 Innovation Corridor 4.4% Avg. $105,900
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Our competition
IS flerce
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Ohio’s Economic Development Effort’s Focus on
recruiting tech talent:

Postcard Mailers

Videos Pushed through Social Media

Somestates @D

- are building

> . T, for followers.

| techiitirg We’re building _—
for leaders

like you. -

https://www.youtube.com/watch?v=THijlxSsPyiY



https://www.youtube.com/watch?v=THjIxSsPyiY

Taillwinds
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National Security /
Cybersecurity

Industry is Our
Bright Star*
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We Already Have a National
Competitive Advantage.




Location Quotient (LQ)

LQ is basically @ way of quantifying how concentrated a particular
industry, cluster, occupation, or demographic group is in a region

as compared to the nation. It can reveal what makes a particular

region “unique” in comparison to the national average.
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|-64 Corridor — National Security / Cybersecurity -

[-64
Innovation
Richmond

Hampton
Roads

Philadelphia
Charlotte
Atlanta
acksonville
ashington

DC
Denver
Pittsburgh
Nashville

Current
Cluster 37,895 9516 28,202 20,620 5,908 12,691 9,673 100,126 11,815 4,953 3,893
Empl

Current

LQ 3.63 2.02

757 is #1.

Columbus
Orlando-
Tampa
Raleigh

10,839 13,683 3,859

Combined, RVA and 757 is second in the entire country just behind Wash., D.C.
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|-64 Corridor — National Security / Cybersecurity In

1-64
Innovation

Corridor

Richmond

Hampton

Roads

Philadelphia

Charlotte

Atlanta

Jacksonville

Washington

DC

Denver

Pittsburgh

Nashville

Columbus

Orlando-

Tampa

Raleigh

Current
Cluster 37,895 9,516 28,202 20,620 5,908 12,691
Empl

Current
LQ

1

-

0,12

9,673 5

11,815 4,953 3,893 10,839 13,683 3,859

363 202 504 102 064 063 185 428 105 062 052 139 0.72 0.81

LQ 2030

343 202 4/3 098 069 066 177 420 109 063 055 135 073 0.87

Competition will pick up, but we will still be at the very top in
2030
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This equals TONS of jobs.
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Top 20 Industries by Employment in 1-64 Innovation Corridor

Industry Empl 2020Q3 Avg Ann Wages
Restaurants and Other Eating Places 97,645 $17,861
Elementary and Secondary Schools 84,727 $43,145
General Medical and Surgical Hospitals 52,794 $67,125
Ship and Boat Building 41,480 $75,665
Management of Companies and Enterprises 34,044 $116,114
Employment Services 32,724 $39,973
Justice, Public Order, and Safety Activities 31,183 $59,833
National Security and International Affairs 30,434 $90,470
Offices of Physicians 30,407 $93,801
Grocery Stores 29,227 $25,935
Colleges, Universities, and Professional Schools 28,242 $58,421
Services to Buildings and Dwellings 27,482 $29,474
Building Equipment Contractors 26,616 $55,191

General Merchandise Stores, including Warehouse Clubs and Supercenters 24,389 $26,843
Architectural, Engineering, and Related Services 23,412 $83,383
Individual and Family Services 22,636 $30,019
Religious Organizations 20,637 $22,717
Non-depository Credit Intermediation 19,636 $125,014
Computer Systems Design and Related Services 18,236 $89,208
Other Amusement and Recreation Industries 17,355 $20,448

Source: JobsEQ® by Chmura
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Cybersecurity supports ALL of
our growth industries.
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Both Regions’ Economic Development Efforts Are Focused on
These Opportunities

RVA Target Industries

Corporate Services
Information Technology
Finance & Insurance
BioScience

Advanced Manufacturing
Supply Chain

Food & Beverage

757 Target Industries

Advanced Manufacturing
Business & Shared Services
Distribution & Logistics

Food & Beverage Processing
Information Technology

Offshore Wind



What is needed now?
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World-class Digital
Infrastructure.




VIRGINIA’S 1-64 INNOVATION CORRIDOR:

RICHMOND REGION AND HAMPTON ROADS
The World's Next Global Internet Hub

INNOVATION s RICHMOMWD = o Largust Gdobel
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Homegrown talent that stays
here.
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Where do Alumni of Postsecondary Institutions in the 1-64 Innovation Corridor reside?

Associate or Certificate Bachelor's or Higher

Virginia Beach-Norfolk-Newport News, VA-NC MSA 41.7% 23.6%

Richmond, VA MSA 26.2% 21.9%
Washington-Arlington-Alexandria, DC-VA-MD-WV MSA 3.6% 17.2%
New York-Newark-Jersey City, NY-NJ-PA MSA 0.9% 4.1%

Atlanta-Sandy Springs-Alpharetta, GA MSA 1.7% 2.6%
Philadelphia-Camden-Wilmington, PA-NJ-DE-MD MSA 0.6% 1.7%

Charlotte-Concord-Gastonia, NC-SC MSA 0.9% 1.4%
Baltimore-Columbia-Towson, MD MSA 0.6% 1.6%
Raleigh-Cary, NC MSA 0.8% 1.3%
Miami-Fort Lauderdale-Pompano Beach, FL MSA 0.7% 1.1%
Los Angeles-Long Beach-Anaheim, CA MSA 0.4% 1.1%
Dallas-Fort Worth-Arlington, TX MSA 0.7% 0.8%
Houston-The Woodlands-Sugar Land, TX MSA 0.6% 0.7%
Charlottesville, VA MSA 0.4% 0.7%
Chicago-Naperville-Elgin, IL-IN-WI MSA 0.3% 0.8%
Durham-Chapel Hill, NC MSA 0.4% 0.6%
Tampa-St. Petersburg-Clearwater, FL MSA 0.6% 0.5%
Orlando-Kissimmee-Sanford, FL MSA 0.5% 0.5%
Jacksonville, FL MSA 0.7% 0.4%

Roanoke, VA MSA 0.3% 0.5%
Source: Chmura’s JobsEQ®
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Unifying the RVA-757 Cyber
Industry.



Get in Touch

dragonfligroup.com

Glenn Ballard: glenn@dragonfligroup.com
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